
Year 4: Digital Literacy (Online Safety) Knowledge Mat

Subject Specific Vocabulary Information Important knowledge 
about E-Safety

upstander An upstander is someone who takes 
action against bullying behaviour ❑ I know how to protect my 

online reputation 

cyberbully
Someone who uses electronic 
communication to bully a person, 
for example by messages or 
comments.

❑ I know how to work out whether

information online is true and 

reliable 

online
reputation

Online reputation is anything that 
appears about them on the 
internet.

❑ I know how to protect my online 

reputation 

fake Not real or an imitation that is 
designed to trick someone into 
thinking it is real when it isn’t. 

❑ I know how to get help if I regret 

sharing something online 

digital 
footprint

Everything on the internet that 
makes you, you. For example: 
photos, audio, videos, texts, blog 
posts and messages that you write 
on friends’ pages.

❑ I know how not to be an over-

sharer

❑ I know what phishing is 

content Content is the text, pictures, video, 
or anything else in the page or file. ❑ I know top tips on how to ‘Be 

Internet Sharp’ and ‘Be internet 

Alert’
auto 
correct

A software function that 
automatically makes or suggests 
corrections. ❑ I know what a cyberbullying is and 

how to deal with them. 

body The main content (text) on the 
page.

❑ I know how to show kindness online 

phishing Phishing is when someone tries to 
steal information through an email, 
text, or other online communication. 

❑ I know how to create a strong 

password


